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As federal agencies and businesses rely more on cyber 
infrastructure, they are increasingly vulnerable to cyber 
attacks that can cause damages disproportionate to the 
sophistication and cost to launch the attack. In 
response, regulatory authorities call for focusing 
attention on enhancing infrastructure resilience. 
Despite the national and international importance, 
resilience metrics to inform management decisions are 
still in the early stages of development. There is a need 
for a generic approach that could integrate actual data, 
technical judgment, and literature-based measures to 
assess resilience across physical, information, cognitive, 
and social domains.	


RESILIENCE is the capability of a system (e.g., 
infrastructure, biological) to return to normal function 

after an adverse event.	


The National Academy of Sciences (NAS) identifies four stages of 
the event management cycle that a system needs to maintain to be 
resilient:	

• Plan/Prepare: Lay the foundation to keep services available and 
assets functioning during a disruptive event (malfunction or attack)	

• Absorb: Maintain most critical asset function and service 
availability while repelling or isolating the disruption.	

• Recover: Restore all asset function and service availability to 
their pre-event functionality	

• Adapt: Using knowledge from the event, alter protocol, 
configuration of the system, personnel training, or other aspects to 
become more resilient.	


The Network Centric Warfare doctrine identifies four domains that 
create shared situational awareness and inform decentralized 
decision-making: 	

• Physical: Physical resources and the capabilities and the design 
of those resources	

• Information: Information and information development about 
the physical domain	

• Cognitive: Use of the information and physical domains to make 
decisions	

• Social: Organization structure and communication for making 
cognitive decisions	


The individual cells of the matrix contain metrics that measure the ability of 
a system to manage adverse events and present specific metrics for assessing 
the resilience of a cyber system. When interpreting the matrix, each cell 
addresses the question: ‘‘How is the system’s ability to [plan/
prepare for, absorb, recover from, adapt to] a cyber 
disruption implemented in the [physical, information, 
cognitive, social] domain?”	



